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CHAPTER 1. KASPERSKY
MOBILE SECURITY 7.0

Kaspersky Mobile Security 7.0 is designed to ensure protection of smart-
phones and communicators running Symbian OS and Microsoft Windows Mobile
against malware programs, unsolicited e-mail messages and performs the follow-
ing functions:

e real-time protection of the file system of the device - interception and
scan of:

e all incoming objects transmitted using wireless connections (IR
port, Bluetooth), EMS and MMS messages, during synchronization
with the personal computer and downloading files using a browser;

o files opened on the mobile device;
e programs installed from the device's interface.

e scanning of the file system's objects on the mobile device or on the
connected expansion cards by user's demand or according to the sche-
dule;

o reliable isolation of infected objects in the quarantine storage;

e updating of Kaspersky Mobile Security bases used to scan for mal-
ware programs and delete dangerous objects.

e blocking unwanted SMS and MMS messages.

e blocking access to or erasing user's data in case of unauthorized ac-
tions with the device, as, for instance, theft.

e protection of the mobile device at the network level.

The user can use the capabilities providing flexible control of the Kaspersky Mo-
bile Security settings, viewing the current anti-virus protection status and the
event log in which the application's actions are recorded.

The application includes a menu system and supports an easy-to-use user's in-
terface.
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Note

In case a detection of a malware program, Kaspersky Mobile Security can disin-
fect the infected object detected (if disinfection is possible), delete it or place it
into the quarantine. In this case no copies of the object being deleted will be
saved.

1.1. Hardware and software
require ments

Kaspersky Mobile Security is designed for installation on smartphones and
communicators running one of the following operating systems:

e Symbian OS 9.1, 9.2 Series 60 Ul.
e Microsoft Windows Mobile 5.0.
e  Microsoft Windows Mobile 6.0.

The program runs only on smartphones and communicators that support
receipt and sending of SMS messages.

1.2. Distribution kit

You can purchase Kaspersky Mobile Security via internet (the application distri-
bution kit and documentation in the electronic form). Kaspersky Mobile Security
can be also purchased in mobile communication offices. For more details contact
you mobile communication operator.




CHAPTER 2. KASPERSKY
MOBILE SECURITY FOR
SYMBIAN OS

This chapter contains description of the operation of Kaspersky Mobile Security
7.0 for smartphones running Symbian version 9.1, 9.2 or Series 60 Ul operating
system.

2.1. Installing Kaspersky Mobile
Security

In order to install Kaspersky Mobile Security, perform the following steps:
1. Copy the application distribution package to your smartphone.

2. Run installation (open the cab archive with the distribution package on
your smartphone).

3. To confirm the installation, select Yes (see Figure 1).

? g Installer
¥

1 KMSecurity_7_0_28.sisx

C-—

Install ?
s}

KMS 7.0?

Figure 1. Prompt to confirm the installation

4. |If the language versions of Kaspersky Mobile Security operating system
do not match, a corresponding message will then be displayed on the
screen. In order to proceed with the installation in Russian, press OK.
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5. Read the text of the license agreement. If you agree to all terms of the
agreement, press OK. To cancel the installation, press Cancel (see
Figure 2).

H g Installer
I KMSecurity 7_0_28.sisx I

KMS 7.0

Figure 2. License Agreement

Warning!
This software is not intended to be backuped/restored.

2.2. Using the application

This section contains information about configuration of the settings of the anti-
virus scan and real-time protection, SMS and MMS messages filtering, smart-
phone anti-virus scan, the application update smartphone protection at the net-
work level, etc.

2.2.1. Activating the application

When you run the application for the first time, the Kaspersky Mobile Security
activation window (see Figure 3) will be displayed on the smartphone screen.
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Press Options>Hel

Options Exit
Figure 3. The Application activation window
Activation is necessary as without it all Kaspersky Mobile Security functions will

not be available. You can receive the activation code at Kaspersky Lab's
website.

Warning!

For the activation of Kaspersky Mobile Security 7.0 you must have GPRS or
WLAN connection on your smartphone.

The activation code consists of Latin alphabet characters and digits (the code is
case-insensitive). Enter the code into the four fields.

After you have entered the activation code, select Start Activation in the Op-
tions menu. The application will send an http query to Kaspersky Lab's activation
server and will then download and install the key.

If the activation code you entered appears invalid for any reason, a correspond-
ing message will be displayed on your smartphone's screen.

2.2.2. Starting the application

In order to start Kaspersky Mobile Security, perform the following actions:
1. Open the phone's main menu.

2. Select KMS 7.0 and start the application using the Open item from the
Options menu.

Note

When you start the application for the first time, you will be offered to enable the
automatic startup function (see section 2.2.4 on page 11). If you agree, press
OK.
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After the smartphone is on a window with main Kaspersky Mobile Security com-
ponents (see Figure 4) will be displayed on the smartphone's screen.

Real-Time Protection - using the real-time protection mode (see sec-
tion 2.2.5 on page 12);

Last Full Scan i date of the last anti-virus smartphone scan.

Database date i release date of the anti-virus database used by the
application.

Anti-Spam Config. i Anti-Spam operation mode (see section 2.2.7 on
page 19).

Firewall level i smartphone protection level (see section 2.2.9 on page
29).

n
@ Last Full Scan
Never
A Database date
13/12/2007

« Anti-Spam Config.
Enable

¢ Firewall level:
Off

0K

Figure 4. The Application component status window

In order to switch to the application interface, press OK.

2.2.3. Graphical user interface

The graphical user interface (GUI) contains six tabs:

Using the Scanner tab you can perform an anti-virus can of the smart-
phone, edit the anti-virus scan and real-time protection mode and confi-
gure the auto scan schedule.

Using the Quarantine tab you can manage the quarantine i a special-
purpose storage for infected and suspicious objects.

Using the Updater tab you can update the anti-virus database, edit the
updating settings and configure the updating schedule.
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Using the Firewall tab you can monitor the network activities and pro-
tect smartphone at the network level.

Using the Miscellaneous tab you can configure filtering of incoming
SMS and MMS messages (Anti-Spam module) and block the smart-
phone or erase information in case the smartphone was stolen or lost
(Anti-Theft module).

Using the Information tab you can view application component's opera-
tion logs, general information about the application and the anti-virus
bases used and edit general settings used for application's operation.

To navigate from one tab to another, use the joystick of the smartphone or select
the Open Page item in the Options menu (see Figure 5).

o i i e,

, Scan All

Select

Open Pag

Current S1 Update Page

Help Firewall

Miscellaneous
About

4 Info Page
Exit

Select Cancel

Figure 5. The Options menu

In order to return to the application components status window, select the Cur-
rent Status item in the Options menu.

2.2.4. General settings

Using settings in the Information tab in the Settings item (see Figure 6) you can
configure the following application's functions:

Automatic Launch T automatic startup mode. With the automatic star-
tup mode active, the main application's functions will be started when
the smartphone is turned on. Once you disable the automatic startup
option the main functions will be stopped. If you wish your phone to be
always protected with the main functions, select Yes.

Show Status Screen determines whether the current status will
be displayed at the application startup.
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e Log Size determines the maximum log size. Once the limit has
been reached, old messages of the log will be deleted to the maximum
value specified in the setting.

e Screen Backlighting determines whether the screen will be lit during
the anti-virus scan. By default the backlight option is disabled.

e Play Sound determines the use of the sound natification in case of cer-
tain events (detection of an infected objects, message about an applica-
tion status, etc.) Select Yes if you wish to use the sound notification.

e Vibration determines whether the smartphone will vibrate when
an infected object is detected. By default vibration is enabled.

. [ =]
@L, Settings =
& Z

Automatic launch

Show Status Screen

Log Size
IG0-150 fogs.
Screen Backlighting
2 Ho

Options Batk

Figure 6. The Settings menu

In order to edit the values of the settings, use the smartphone's joystick or select
the Change item in the Options menu.

2.2.5. Anti -virus scan and protection

Using the Scanner tab you can perform anti-virus scan of the entire file system
and the memory of the smartphone or of an individual folder or file. You can also
modify the settings of the anti-virus scan and of the real-time anti-virus protec-
tion, view the report about the scan results and configure the automatic scan
start schedule.
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2.2.5.1. Real -time protection and on -demand
scan

Real-time protection is the mode of operation in which the resident part of Kas-
persky Mobile Security is constantly loaded in the smartphone's RAM and moni-
tors all data including the incoming data received by the smartphone.

Real-time protection is started since the moment the smartphone is turned on
and works until it is turned off (if the use of this mode was not disabled by the
settings).

Kaspersky Mobile Security also allows to perform a full scan of the smartphone's
file system including the analysis of objects located on the connected memory
expansion cards.

Information about the results of the real-time protection and of the on-demand
scan will be recorded in the report. In order to view the report, select the Log
item in the Scanner tab.

In order to start the real-time protection use mode, perform the following:
1. Select the Settings item in the Scanner tab.

2. Enable / disable the mode of using the real-time protection by setting
the Real-Time Protection setting certain value to a corresponding val-
ue.

In order to change the on-demand scan settings, perform the following:
1. Select the Settings item in the Scanner tab.

2. Define the scan area in the Scan Mask block by selecting the file types
to be scanned:

e All files 7 scan all files.

e Executable files i scan only executable program files (for example
*.exe, *.sis, *.mdl, *.app).

3. Determine the action to be performed when an infected object has been
detected (the Virus Found Action setting).

If you wish a prompt for action to be displayed on the smartphone
screen when an infected object is displayed, select the Ask User value.

For automatic deletion without a notification of the user, select the Auto
Delete value.

If you wish the detected objects to be automatically moved to the qua-
rantine, select Quarantine. Quarantining the infected objects is the de-
fault action.
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Enable / disable the scan of the smartphone's ROM memory (the ROM
scan setting).

In some situations the ROM memory may become vulnerable for mal-
ware programs. In order to allow the scan of the ROM memory by Kas-
persky Mobile Security, select the Yes value.

Enable / disable unpacking of SIS and ZIP archives (the Unpack arc-
hives setting).

If you wish Kaspersky Mobile Security to unpack SIS and ZIP archives
during the scan, select Yes. If archives do not need to be unpacked dur-
ing the scan, disable this function by selecting No.

Enable / disable new card scan mode (the Scan New Card setting).

If you want Kaspersky Mobile Security to scan a new card in the back-
ground mode, select Auto Scan. In order to disable the automatic scan
of flash cards, select Disable. If you wish Kaspersky Mobile Security to
display a prompt for the scan of a new card each time such card is in-
stalled, select Ask User.

Enable / disable the display of the protection icon (the Protection icon
setting).

Select the Always value in the corresponding item of the menu if you
wish the application icon to be always displayed on the smartphone's
screen when the real-time protection is enabled. If you wish the icon to
be displayed only in the smartphone's menu, select Only in Menu. If
you do not wish this icon to be displayed, select Off.

Note

In order to edit the values of the settings, use the smartphone's joystick or select
the Change item in the Options menu.

By default the application uses the settings recommended by Kaspersky Lab's
specialists. If you wish to return to the recommended settings while you are us-
ing the application, open the Scan tab and select the Restore item from the Op-
tions menu.

In order to create a scan schedule, perform the following actions:

1.
2.

Start Kaspersky Mobile Security (see section 2.2.2 on page 9).

Using the Scanner tab (see Figure 7) select the Scan All item if you
wish to scan the entire file system of the smartphone or Scan folder if
you wish to scan an individual folder.




Kaspersky Mobile Security for Symbian OS 15

Scan Folder

Settings
Schedule
W Reports
Bt

Figure 7. The Scanner tab

If you selected the Scan Folder item, you will be transferred to the win-
dow displaying the smartphone's file system. In order navigate through
the file system use the joystick buttons of your smartphone. In order to
scan a folder, move the cursor to the folder you wish to scan and select
the Scan item from the Options menu.

After the scan is started, the scan process window will open in which the current
status of the task will be displayed: the number of scanned objects, the path to
the object being scanned at the time and the percentage indicator of the
progress (see Figure 8).

Scanned files: 23

_cf:\cache\234i<h200khzo.g
|

| _Scanning.,. 0%
Options Back

Figure 8. The Scan progress window

If an infected object is detected, you will be offered to either delete an infected
file (Delete action), quarantine it (Quarantine action) or leave it intact (Skip ac-
tion).
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Warning!

A prompt for the action to be performed with the object will only be displayed if
the Action setting of the scan is assigned value Ask User (for more details see
section 2.2.5.1 on page 13).

KMS 7.0

File system infected!
Virus: Eicar-test-file

File: C:\DATA\DOCUMENTSY
TMPELIE1ASSS

Options Quarantine

Figure 9. Notification about the virus detection

Once the scan is complete the general statistics about detected and deleted
malware objects will be displayed.

If you wish the screen backlight to be constantly on during the scan, switch to the
Information tab, open the Settings menu and select the On value for the
Screen Backlighting setting. By default, if no smartphone keys are pressed, the
backlight will turn off automatically to save the battery life.

2.2.5.2. Scheduled scan

Kaspersky Mobile Security allows the user to create the schedule for the auto-
matic smartphone scan. The scan is performed in the background mode. When
detecting an infected object an action specified in the scan settings will be per-
formed with such object (see section 2.2.5.1 on page 13).

By default scheduled scan is disabled.
In order to configure scheduled scan:

in the Scanner tab select the Schedule item and configure the Auto Scan
settings (see Figure 10):

e Daily - the scan to be performed every day. Specify the Scan Time
in the entry field.

e Weekly - the scan will be performed once a week. Specify the Auto
Scan Day and Auto Scan Time.
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:Eg Schedule
: %

Auto Scan Day
I Fionday

Auto Scan Time

Figure 10. The Schedule menu

2.2.6. Using Quarantine

Infected objects placed into the quarantine do not impose any threat for the
smartphone and can be deleted or restored later.

Detected infected objects can be quarantined by the application automatically or
after your confirmation.

In order to configure automatic quarantining of infected objects by the applica-
tion, switch to the Scanner tab, select the Settings item and select Quarantine
as the value for the Virus Found Action setting.

If you selected Ask User as the action to be performed, then, when an infected
object is detected, Kaspersky Mobile Security will offer that you either delete this
object or quarantine it.

Access to the main quarantine functions is provided from the Quarantine tab
(see Figure 11).

C Quarantine

Settings
Reports

Help

Figure 11. The Quarantine menu
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In order to view the list of all objects in the quarantine, select Quarantine (see
Figure 12).

W Quarantine
a 0

Figure 12. Infected quarantined objects

The Options menu accessible from the quarantine view window allows the user:

e To view detailed information about each object in the quarantine (View
Details).

e Delete the selected object (Remove File).
e Clear the quarantine by deleting all quarantined objects (Remove All).

e Restore the current object from the Quarantine to its original folder (Re-
store File).

e View Quarantine Help (Help).

In order to configure the quarantine settings use the Settings menu in the Qua-
rantine tab (see Figure 13).

q%',g Settings
C o

B sofiles
Store Limit

[ 30 days

Figure 13. Quarantine settings



Kaspersky Mobile Security for Symbian OS 19

The Quarantine Size setting determines the maximum number of infected ob-
jects which can be stored in the quarantined. The possible values are 20, 50 or
100 files.

The Store Limit setting determines the period of time during which the infected
objects can be stored in the quarantine. After this period elapses, the infected
objects will be automatically deleted.

Note

In order to restore the quarantine settings recommended by Kaspersky Lab's
specialists select Restore from the Options menu.

2.2.7. Usingthe Anti  -Spam and the Anti -
Theft modules

The Anti-Spam module is designed to ensure protection of your smartphone
against unsolicited SMS and MMS messages.

Filtering is based on the use of "black" and "white" lists. Incoming messages re-

ceived from phone numbers that had been

by Anti-Spam. Messages received from numbers that had been added to the
fivhiteolist, are not blocked.

The Anti-Theft is designed to ensure blocking the smartphone and erasing infor-
mation stored in its memory in case it is lost of stolen.

2.2.7.1. Anti -Spam work modes

In order to configure the Anti-Spam work mode, switch to the Miscellaneous tab
and select Anti-Spam, then select the Settings item. Select one of the following
modes using the Anti-Spam setting:

e Enable. In this mode Anti-Spam filters incoming messages using the
"black" and the "white" lists. Once a message is received from a phone
number not found in either of the lists, Anti-Spam will generate a warn-
ing to the user and will offer to block or allow receipt of the message
and to include this phone number into the "white" or "black" list.

e B/W Lists Only. In this mode Anti-Spam will filter incoming messages
only based on the data contained in the "white" and "black” lists. Re-
ceipt of messages from numbers not included into either list will be al-
lowed without user's confirmation.

a
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e Disable. In this mode Anti-Spam is disabled. No filtering of incoming
messages is provided.

2272. Editing oblackdé and owhitebod

"Black" and "White" lists contain records with phone numbers, SMS and/or MMS
from which will be block or passed by Anti-Spam. Information about blocked or
deleted messages will be entered in the Log section.

Note
Messages not included into either list will not be blocked!

In order to edit the "black" or the "white" list, switch to the Anti-Spam tab (see
Figure 14) and select the corresponding list.

]
K
KN

_=s 4= Anti-Spam
A R

B whiteList
-g; Settings
& Hep

options Back
Figure 14. The Anti-Spam menu

To edit the list use the Options menu:
e Add Record i add a new record to the list.
e Edit Record i edit the current record.
e Remove Record i delete record from the list.
e Remove All T clear the list by deleting all records.
e Help i view Help on managing the list.

When you select the Add record or the Edit record item, you will be offered to
specify the following record's parameters:

e Message type: Specify which types of incoming messages will be
blocked (for the "black" list) or allowed (for the "white" list). Allowable
values: SMS only, MMS only and All messages.
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e Phone number. Specify the phone number for which receipt of mes-
sages will be blocked or allowed. When specifying a nhumber, you can
use masks "?" and "*".

¢ In the Text field specify the text detection of which by the application in
the received message will cause the application to perform the following
actions:

e the message in which such text specified for the "white" list is found
will be allowed to pass;

e the message in which such text specified for the "black" list is found
will be blocked;

Message analysis will be performed in the following order:
e check if the number is included into the "black" list;
e check if the number is included into the "white" list;
¢ check if the message text is included into the "black" list;
e check if the message text is included into the "white" list;

If the message meets any of these conditions, further analysis will not be per-
formed and the message will be either allowed to pass or it will be blocked de-
pending on whether it is included into the "black” or the "white" list.

After you have specified these settings, press the Back button on order to save
the record and switch to the list view window (see Figure 15).

E’ Black List

. Number: 89991112233
= Text: Download music

Options Back
Figure 15. The "black" list

2.2.7.3. Anti -Spam settings

To configure the Anti-Spam settings, switch to the Anti-Spam tab and select the
Settings item (see Figure 16).
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=E Settings
{43 seum

Config. Anti

Add Outgoing

Block Non-numeric

Options Back

Figure 16. Anti-Spam settings

The following Anti-Spam settings are accessible in the Settings menu:

Allow Contacts List. If the setting is assigned value Yes, Anti-Spam
will not block receipt of messages from phone numbers contained in
your phone book. If this option is disabled (No value), Anti-Spam will
perform filtering depending on whether the phone number is included in-
to the "white" or "black” list.

Add outgoing. If the setting is assigned value Yes, all phone numbers
to which you send SMS or MMS messages will be automatically added
to the "white" list. To disable this option, select No.

Block non-numeric. If this setting is assigned value No, Anti-Spam will
not block all incoming messages from non-numeric numbers. To enable
this option, select Yes.

Distinguish types: If this setting is assigned value No, then for new
records created by Anti-Spam in the "white" or in the "black" list, value
All messages will be used to determine the message type (for more de-
tails about settings of records included into the lists see 2.2.7.2 on page
20), otherwise records will be created for certain types of messages
(SMS or MMS).

Note

This setting affect only records created by Anti-Spam in one of the
following situations:

e adding outgoing numbers to the "white" list (setting Add out-
going is enabled);

e adding new phone numbers from which messages are re-
ceived to one of the lists (see section 2.2.7.4 on page 23).
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In order to edit the values of the settings, use the smartphone's joystick or select
the Change item in the Options menu.

2.2.7.4. Actions to be performed w ith messages

When you receive an SMS or an MMS message from a phone number not found
in either the "black" or the "white" list, such message will be intercepted by Anti-
Spam and a warning will be displayed on the screen of the smartphone (see
Figure 17).

KMS 7.0

You received a new message.
Message type: SMS

From: 684

Message content:

BOL New trackz new music!
Download!

Press Options to add sender
to Black or White list.

Options Skip

Figure 17. Anti-Spam warning

Using the Options menu you can select one of the following actions to be per-
formed with the message:

e Add to "white" list T allow receipt of messages and add the sender's
phone number to the "white" list.

e Add to "black" list i block messages and add the sender's phone
number to the "black” list.

e Skip i allow the receipt of the message. In this case the sender's phone
number will not be added to either of the lists.

If the Distinguish types setting is set to No in the Anti-Spam settings, then
when you select the Add to "white" list or the Add to "black" list actions a
record will be created in the corresponding list for all types of messages (Mes-
sage type - All messages), otherwise the type will be determined by the type of
the message received (for more details about settings of records in the lists see
section 2.2.7.2 on page 20).

Information about blocked messages will be entered into the application log. In
order to view the report, select the Log item in the Miscellaneous tab.
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2.2.7.5. The Anti -Theft module

This module is designed to ensure protection of data stored on the mobile device
against unauthorized access to it in case the device was list or stolen.

When you access the module settings for the first time you will have to set up a
password. Using this password you can obtain access to the module's settings in
order to modify them. The password is required in order to prevent unauthorized
access to the settings and to enable the user to block and erase information
saved on the smartphone in case it is stolen or lost.

SMS-Block i allows blocking the device at the user's discretion. You can un-
block the device only after you enter a password used to access the Anti-Theft
module. This setting is enabled after the user of the stolen smartphone sends to
this smartphone SMS: "block:code". In order to use this function, select On.

SMS-Clean allows erasing user's personal information (contact, incoming mes-
sages, personal files). This feature is triggered after the user of the stolen device
sends to this device SMS: "clean:code". In order to use SMS-Clean, select On.

SIM Watch allows, if SIM card is replaced on the smartphone, to send to the
specified number a new phone number and to block the stolen device. In order to
use this function, select On.

If it is necessary to change the password used to work with Anti-Theft module,
select the Change password item. Enter the new password and its confirmation
and press the OK button.

Each time when you access the Anti-Theft module settings (see Figure 18) you
have to enter the password you have set up earlier.

¥ Anti-Theft
¥
SMS Block

SMS Clean

SIM Watch

Options Batk
Figure 18. The Anti-Theft tab

Information about the module's work will be entered into the application log. In
order to view the report, select the Reports item in the Miscellaneous tab.
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2.2.7.6. SMS-Clean settings

To configure SMS-Clean settings, switch to the Miscellaneous tab and select
the Anti-Theft item. Enter the password (see section 2.2.7.5 on page 24) and
then select SMS-Clean in the window that will open.

Section SMS-Clean contains the list of data which can be selected for deletion if
your smartphone gets stolen or lost (see Figure 19).

Remove personal files

0K Cancel
Figure 19. The SMS-Clean tab

If you wish to be able to delete the phone book once your mobile device has
been stolen or lost, select the Remove Contacts item and assign value Yes to it.

In order to delete mail, SMS or MMS messages (Inbox and Mailbox folders) se-
lect the Clean inbox item and assign value Yes to it.

The Remove personal files item ensures deletion of personal data (data from
folder I:\Data\). By default deletion of personal files is not provided. If you wish to
be able to delete your personal data in case your smartphone is stolen or lost,
select this item and assign value Yes to it.

Press the OK button to save the changes you have made.

2.2.7.7. SIM Watch settings

To configure SIM Watch settings, switch to the Miscellaneous tab and select
the Anti-Theft item. Enter the password (see section 2.2.7.5 on page 24) and
then select SIM Watch in the window that will open.

Section SIM Watch is designed to monitor replacement of the SIM card in the
device (see Figure 20).
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SIM Watch

Phone number

Phone number 2

Block device

0K Cancel
Figure 20. The SIM Watch tab

Using fields Phone number 1 and Phone number 2 enter phone numbers to
which you would like to receive a new phone number if the SIM card was re-
placed in your smartphone. Such numbers may begin with a digit or with a "+"
and must contain digits only.

Also you can configure blocking your smartphone if the SIM card was replaced.
To do it, select the Block device item and assign value Yes to it. You can unblock
the device by entering the password set up to access the Anti-Theft module. By
default blocking of the device is not provided.

Press the OK button to save the changes you have made.

2.2.8. Updating the application bases

Scan for malware programs is performed based on the records in the applica-
tion's bases which contain description of all malware programs known at the
moment. It is extremely important to keep you bases up-to-date.

You can update bases manually or according to a schedule. Updates are per-
formed from Kaspersky Lab's servers via internet.

You can enable automatic anti-virus scan of your smartphone after each update
of the Kaspersky Mobile Security bases. In order to do it, switch to Settings item
in the Updater tab and assign value Enabled to the Scan on Update item.

The value of the Scan Quarantine on Update setting determines whether or not
objects in the quarantine will be rescanned each time after the application bases
have been updated. By default the scan is performed. If you do not wish the scan
to be performed, select No.

If you do not wish to select the internet access point each time you need to per-
form an update, select No as the value for the Ask for Access Point setting and
the application will remember the last access point used when for the successful
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update and will use this point to establish a network connection in the future. You
can also configure a new access point.

If it is necessary to change the active access point, use the Access point set-
ting. Then select the require value in the list. By default the access point is the
default point of the device.

The value of the Update server setting determines the application bases update
source: Kaspersky Lab's update servers (Use default value) or another server
specified by the user (User defined value). If you selected the Specify value,
enter the URL in the window that will open. If required, you can specify an alter-
native update server.

You can view detailed information about bases used in the Database Info item in
the Information tab.

Information about bases update will be entered into the log. In order to view the
log, select the Reports item in the Updater tab.

2.2.8.1. Configuring update settings

In order to configure application bases updates, perform the following actions:
1. Start Kaspersky Mobile Security (see section 2.2.2 on page 9).
2. Switch to the Settings item in the Updater tab (see Figure 21).

Updater

{} Settings

& Schedule

[i] Reports

Options Exit
Figure 21. The Updater Tab

3. Enable / disable the prompt for the access point (the Ask for Access
Point setting).

Note

The access point is configured using settings provided by your wire-
less service provider.
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If you selected No, the connection will be provided using the access
point used for the last update.

If the prompt option is enabled, you will be offered to select an access
point from the list of available access points (see Figure 22).

O Beeline Int

O Beeline Internet

O Beeline Internet(01)
O Beeline MMS

Options Back

Figure 22. Selecting the access point

Enter the address of the update server (if necessary). In order to do it,
select the Update server item and then select the User defined value.
Enter the URL of the update source in the window that will open (see
Figure 23).

L, Settings
(

>

Enter URL:

http://ftp.kaspersky.
com/index/mobile.
xml

0K (ancel

Figure 23. Update server address

By default updates are performed from Kaspersky Lab's update server:
http://ftp.kaspersky.com/index/mobile.xml.

Warning!

Irrespective of whether the connection was opened earlier, it will be
closed after the update is complete.
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2.2.8.2. Manual update

In order to start an update manually,
1. Start Kaspersky Mobile Security (see section 2.2.2 on page 9).
2. Select the Update item in the Updater tab (see Figure 21).

2.2.8.3. Scheduled update

In order to configure scheduled bases update:
1. Start Kaspersky Mobile Security (see section 2.2.2 on page 9).

2. Select the Schedule item in the Updater tab and configure the Auto-
matic updates settings:

e Off i to not perform scheduled updates.

e Daily - the update to be performed every day. Specify the update
time in the corresponding field.

e Weekly - the update will be performed once a week. Specify the
update date and time in the corresponding fields.

2.2.9. Using the Firewall module

Firewall is designed for monitoring the network activity and protection of your
smartphone at the network level (see Figure 24).

You can select the protection level (Firewall setting) in order to specify the level
of control over the incoming and outgoing traffic out of the suggested options:

e Highi all network activities are prohibited.

e Medium i all incoming connections are blocked, outgoing traffic of only
regular applications is allowed.

e Low i only incoming connections are blocked.
e Off 1 all network activities are allowed.

Using the Notification setting you can configure receipt of notifications by the
user if actions performed by the user do not correspond to the protection level
selected. In order to disable receipt of notifications, select Off.
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Settings

Help

Figure 24. The Firewall tab

Information about the Firewall module's work will be entered into the application
log. In order to view the report, select the Reports item in the Firewall tab.

2.2.10. Viewing report about the
application operation

You can view the chronological event log about the operation of Kaspersky Mo-
bile Security in the Information tab. In order to do it switch to this tab and select

the Reports item (see Figure 25).
55 Bl Reports
W

¥
2.KMS 7.0 Error

3.KMS 7.0 Error
4.Settings changed
29{12£2007 11:35:41
5.Report is created
29{12{2007 11:35:41

Batk

op
Figure 25. Report about the application's work
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2.3. Removing the application

In order to remove Kaspersky Mobile Security from your smartphone, perform
the following actions:

1. Close Kaspersky Mobile Security. To do it:
e Press and hold the Menu button.

e Select KMS 7.0 in the list of the running applications and press the
Options button.

e Select the Exit menu item (see Figure 26).

! .
H V Miscellaneous % ¢
g:h T =R 0

Select

Open Page
Current Status
Help

Figure 26. Closing the application

2. Remove Kaspersky Mobile Security

e Press the Menu button and select the Application Manager menu
item (see Figure 27).

Toals (onnect.

Office Media Installat.
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Figure 27. Starting the Application Manager
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e Select KMS 7.0 in the list of applications and press the Options
button (see Figure 28).

[=]
% App. manager %
S 1]

MMSSync

Installed

Screenshot

Installed

Resco Photo Vie...

CMS 7
Installed

Figure 28.Selecting the application

e Select the Remove menu item (see Figure 29).

§ % App. manager
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View log
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Settings
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Figure 29. Removing the application

e Press the Yes button in the application removal confirmation win-
dow.






