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CHAPTER 1. KASPERSKY
MOBILE SECURITY 7.0

Kaspersky Mobile Security 7.0 is designed to ensure protection of smart-
phones and communicators running Symbian OS and Microsoft Windows Mobile
against malware programs, unsolicited e-mail messages and performs the follow-
ing functions:

e real-time protection of the file system of the device - interception and
scan of:

e all incoming objects transmitted using wireless connections (IR
port, Bluetooth), EMS and MMS messages, during synchronization
with the personal computer and downloading files using a browser;

o files opened on the mobile device;
e programs installed from the device's interface.

e scanning of the file system's objects on the mobile device or on the
connected expansion cards by user's demand or according to the sche-
dule;

o reliable isolation of infected objects in the quarantine storage;

e updating of Kaspersky Mobile Security bases used to scan for mal-
ware programs and delete dangerous objects.

e blocking unwanted SMS and MMS messages.

e blocking access to or erasing user's data in case of unauthorized ac-
tions with the device, as, for instance, theft.

e protection of the mobile device at the network level.

The user can use the capabilities providing flexible control of the Kaspersky Mo-
bile Security settings, viewing the current anti-virus protection status and the
event log in which the application's actions are recorded.

The application includes a menu system and supports an easy-to-use user's in-
terface.
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Note

In case a detection of a malware program, Kaspersky Mobile Security can disin-
fect the infected object detected (if disinfection is possible), delete it or place it
into the quarantine. In this case no copies of the object being deleted will be
saved.

1.1. Hardware and software
require ments

Kaspersky Mobile Security is designed for installation on smartphones and
communicators running one of the following operating systems:

e Symbian OS 9.1, 9.2 Series 60 Ul.
e Microsoft Windows Mobile 5.0.
e  Microsoft Windows Mobile 6.0.

The program runs only on smartphones and communicators that support
receipt and sending of SMS messages.

1.2. Distribution kit

You can purchase Kaspersky Mobile Security via internet (the application distri-
bution kit and documentation in the electronic form). Kaspersky Mobile Security
can be also purchased in mobile communication offices. For more details contact
you mobile communication operator.




CHAPTER 2. KASPERSKY
MOBILE SECURITY FOR
SYMBIAN OS

This chapter contains description of the operation of Kaspersky Mobile Security
7.0 for smartphones running Symbian version 9.1, 9.2 or Series 60 Ul operating
system.

2.1. Installing Kaspersky Mobile
Security

In order to install Kaspersky Mobile Security, perform the following steps:
1. Copy the application distribution package to your smartphone.

2. Run installation (open the cab archive with the distribution package on
your smartphone).

3. To confirm the installation, select Yes (see Figure 1).

? g Installer
¥

1 KMSecurity_7_0_28.sisx

C-—

Install ?
s}

KMS 7.0?

Figure 1. Prompt to confirm the installation

4. |If the language versions of Kaspersky Mobile Security operating system
do not match, a corresponding message will then be displayed on the
screen. In order to proceed with the installation in Russian, press OK.



8 Kaspersky Mobile Security 7.0

5. Read the text of the license agreement. If you agree to all terms of the
agreement, press OK. To cancel the installation, press Cancel (see
Figure 2).

H g Installer
I KMSecurity 7_0_28.sisx I

KMS 7.0

Figure 2. License Agreement

Warning!
This software is not intended to be backuped/restored.

2.2. Using the application

This section contains information about configuration of the settings of the anti-
virus scan and real-time protection, SMS and MMS messages filtering, smart-
phone anti-virus scan, the application update smartphone protection at the net-
work level, etc.

2.2.1. Activating the application

When you run the application for the first time, the Kaspersky Mobile Security
activation window (see Figure 3) will be displayed on the smartphone screen.
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Press Options>Hel

Options Exit
Figure 3. The Application activation window
Activation is necessary as without it all Kaspersky Mobile Security functions will

not be available. You can receive the activation code at Kaspersky Lab's
website.

Warning!

For the activation of Kaspersky Mobile Security 7.0 you must have GPRS or
WLAN connection on your smartphone.

The activation code consists of Latin alphabet characters and digits (the code is
case-insensitive). Enter the code into the four fields.

After you have entered the activation code, select Start Activation in the Op-
tions menu. The application will send an http query to Kaspersky Lab's activation
server and will then download and install the key.

If the activation code you entered appears invalid for any reason, a correspond-
ing message will be displayed on your smartphone's screen.

2.2.2. Starting the application

In order to start Kaspersky Mobile Security, perform the following actions:
1. Open the phone's main menu.

2. Select KMS 7.0 and start the application using the Open item from the
Options menu.

Note

When you start the application for the first time, you will be offered to enable the
automatic startup function (see section 2.2.4 on page 11). If you agree, press
OK.
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After the smartphone is on a window with main Kaspersky Mobile Security com-
ponents (see Figure 4) will be displayed on the smartphone's screen.

Real-Time Protection - using the real-time protection mode (see sec-
tion 2.2.5 on page 12);

Last Full Scan i date of the last anti-virus smartphone scan.

Database date i release date of the anti-virus database used by the
application.

Anti-Spam Config. i Anti-Spam operation mode (see section 2.2.7 on
page 19).

Firewall level i smartphone protection level (see section 2.2.9 on page
29).

n
@ Last Full Scan
Never
A Database date
13/12/2007

« Anti-Spam Config.
Enable

¢ Firewall level:
Off

0K

Figure 4. The Application component status window

In order to switch to the application interface, press OK.

2.2.3. Graphical user interface

The graphical user interface (GUI) contains six tabs:

Using the Scanner tab you can perform an anti-virus can of the smart-
phone, edit the anti-virus scan and real-time protection mode and confi-
gure the auto scan schedule.

Using the Quarantine tab you can manage the quarantine i a special-
purpose storage for infected and suspicious objects.

Using the Updater tab you can update the anti-virus database, edit the
updating settings and configure the updating schedule.
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Using the Firewall tab you can monitor the network activities and pro-
tect smartphone at the network level.

Using the Miscellaneous tab you can configure filtering of incoming
SMS and MMS messages (Anti-Spam module) and block the smart-
phone or erase information in case the smartphone was stolen or lost
(Anti-Theft module).

Using the Information tab you can view application component's opera-
tion logs, general information about the application and the anti-virus
bases used and edit general settings used for application's operation.

To navigate from one tab to another, use the joystick of the smartphone or select
the Open Page item in the Options menu (see Figure 5).

o i i e,

, Scan All

Select

Open Pag

Current S1 Update Page

Help Firewall

Miscellaneous
About

4 Info Page
Exit

Select Cancel

Figure 5. The Options menu

In order to return to the application components status window, select the Cur-
rent Status item in the Options menu.

2.2.4. General settings

Using settings in the Information tab in the Settings item (see Figure 6) you can
configure the following application's functions:

Automatic Launch T automatic startup mode. With the automatic star-
tup mode active, the main application's functions will be started when
the smartphone is turned on. Once you disable the automatic startup
option the main functions will be stopped. If you wish your phone to be
always protected with the main functions, select Yes.

Show Status Screen determines whether the current status will
be displayed at the application startup.
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e Log Size determines the maximum log size. Once the limit has
been reached, old messages of the log will be deleted to the maximum
value specified in the setting.

e Screen Backlighting determines whether the screen will be lit during
the anti-virus scan. By default the backlight option is disabled.

e Play Sound determines the use of the sound natification in case of cer-
tain events (detection of an infected objects, message about an applica-
tion status, etc.) Select Yes if you wish to use the sound notification.

e Vibration determines whether the smartphone will vibrate when
an infected object is detected. By default vibration is enabled.

Figure 6. The Settings menu

In order to edit the values of the settings, use the smartphone's joystick or select
the Change item in the Options menu.

2.2.5. Anti -virus scan and protection

Using the Scanner tab you can perform anti-virus scan of the entire file system
and the memory of the smartphone or of an individual folder or file. You can also
modify the settings of the anti-virus scan and of the real-time anti-virus protec-
tion, view the report about the scan results and configure the automatic scan
start schedule.



